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Password

Why ?
“Kata Kunci”

¢ diansastro
** 090382

“* mickey
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Password

Panjang Minimum 6 Karakter

Tidak Ber-Makna (bukan nama pacar, bukan tanggal lahir)
Kombinasi Huruf, Angka dan karakter lain

Username X Password

Perlu Pengamanan extra

http://google.com/searchrq=y3dips
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Password

PassPhrase ?
+D1an545TRO

+»4m1nkExtravaganz4
«KaptenTSUBASA
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Simulation
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Simulation !

» Cracking windows Password
+via linux
+via windows

» Cracking Linux Password

» Remote Cracking

http://google.com/searchrq=y3dips
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CI‘ aCklﬁg windows Password

»Tools
»Bkhive + sampdump2 (getting hash)
»Pwdump2 (getting hash)

=John the ripper for cracking the hash
=Database password : SAM file , system

http://google.com/searchrq=y3dips




y3dips@heaven:~/windows-pass/winpass$ bkhive system saved-syskey.txt
Bkhive ncuomo@studenti.unina.1t

Bootkey: 4fb1296aed69dc88c406f148567a833b
y3dips@heaven:~/windows-pass/winpass$ samdump

bash: samdump: command not found
y3dips@heaven:~/windows-pass/winpass$ samdump2
Samdump2 ncuomo@studentl.unina.1it

This product includes cryptographic software written
by Eric Young (eay@cryptsoft.com)

Usage:

samdump2 samhive keyfile

y3dips@heaven:~/windows-pass/winpass$ samdump2 SAM saved-syskey.txt >pass.
txt

Samdump2 ncuomo@studenti.unina.it

This product includes cryptographic software written

by Eric Young (eay@cryptsoft.com)

No password for user Guest(501)

No password for user SUPPORT_388945a0(1002)
y3dips@heaven:~/windows-pass/winpass$ ls
key.txt pass.txt M saved-syskey.txt ot

-
y3dips@heaven:~/windows-pass/winpass$ john pass tkey.txt

Loaded 6 passwords with no different salts (NT mm,atian
ST022 (Administrator:1)

guesses: 1 time: 0:00:00:00 100% c/s: 18.00 trying: WLAHF - 163894
y3dipseheaven:~/windows-pass/winpasss ||




Unlume serial Numbelr 15 sl bl—Hbdb

Divectory of Dissploitswindowsssyskey

#1.726-,2006 11:29 AN <DIR> .

012672006 11:29 AN <DIR> =
A1-82-.2004 01:45 AM 49,152 Bkhive .exe
a1-82-2084 81:44 AN 45.856 Bkrey.exe

il 02,2804 ©81:45 AN 49.152 Sandunpz Exe
A1 /262886 11:38 AN <DIR>

3 Piledsd 143, 355 hytaﬁ

3 Divdsd 461 .168,.448 bytez Free

Deseploitvwindowsssyakey>hkhive bhissystem syskey.txt
Bkhive ncuomoBztudenti.unina.it

footkey: 7h2d921c4792h4c892c6B1E7829%cdYe

D:vsploitwindowsssyskey>Samdump? .exe bizsam syskey.txt > password.txt
Sandump? ncuonoBPstudenti.unina.it

his product includes cryptographic software written

by Eric Young CeayPcryptsoft.com?

assword for user Guest(581>
value?

D:ssploitswindowsssyaskey>diy
Uolume in drdive D is DATA
Uplume Serial Mumber is 81BD-8H36

Directory of Dissploit windows“\syskey

/2672886 11:29 AN <{DIR>

012672086 11:29 AN <DIR> S
H1-82-2884 B@1:45 Al 49,152 Bkhive.exe
H1.-82-2884 @A1:44 AH 45.856 Bkreg.exe
A1-82/20004 @1:45 nH 49,152 SamdumpZ .exe
01262006 11:38 AM <DIR> bi
N1-26-.28086 11:36 AM 16 syzkey. txt
#1/26-2886 11:36 AM 177 password.txt
5 Filed(s> 143.553 hytes

3 Divis) 461.156.352 bytes free

D:ssploitswindowsssyashkey>type password.txt

-'gginistratur=553=d115F FaPdlZ2e?B8f cb65a44ac 766 7he BB eBeaab 3db323913
elpfssistant :1080:dh7fd173880ac94874F a2e7da53727h6 16757 tian
iedzz:

p:ssploitswindowsssysheydtype password.txt
dninistrator: 5008 :d116FFFa7d12e98f c65a44ac 766 7hecBBA:eleaabe1327F 7ha53db3239136339d7h: =
He lpfissistant :10008:db7fd173808ac94874F a2e7dab3727h6 :67571a8984ad1 226 h4B8F d7d4%cbh71e7:

[y Nepcige., el PO PR Pemr il Lnaraeaal. BESSRCNG




||.=f' Wi T ]
| el

fpplications  Frocesses iF‘erFDrmance 1 Netwu:urkingi Lsers I

Image Mame | Liser Mame | cru | Mem Usage |

agentsyr.exe armil oo 912K select Columns jﬁi
COMOMZ, exe armal, oo 1,328 K

OpEra exe armwk, oo 15,772 K Select the columns that will appear on the Process page
wrnplayer, exe armk: a0 6,672 K of the Tazk Manager

kLaskmgr.exe arrk; nz 2,124 K

expl-:ur?ar.exe ik i] 13:080 K B kL2 [ Page Fauts Delta
wigaucl, exe arml, oo 1,476 K ¥ PID [Frocess Identifier] [ Witual Memaory Size
srchust.exe SYSTEM an =0 4 v CPU Usage [ Paged Pool
alg.exe LOCAL SERVICE oo 1,588 K ; )

il ok i | 756 K [ CPU Time r‘ NunpaQEQPDm
Fireworks, exe armk, oo 20,836 K v Memony Usage [ Base Pricrity
IISkorSry. exe SYSTEM on G328 K [T Memary Uzage Delta ™ Handle Count
kawsve. exe SYSTEM oo 10,828 K [ Peak Memar Usage [ Thread Count
svchost . exe LoZAL SERVICE oo 905 k. ~p Faul ™ GDI Obiect
spoolsv.exe SYSTEM oo 2,524 K il g
svchost, exe LOCAL SERVICE iy 2,572k | USER Objects [ 10 wirites

sychost exe METWORE SERVICE oo 1,308 K [~ 10 Reads [ /0 white Butes
svchost, exe NETWORK SERVICE 00 2272 K TRR e i

svchost . exe SYSTEM on 2,188 K |_. Sezzion D |_. [0 Other B_','tES
lzass, exe SYSTEM a0 1,220 K v Uszer Mame

SEFVICES. Bxe SYSTEM oo 2,724k

winlogon, exe SYSTEM a0 F=YS S oK ] Cance

D2ssploitsvindovsspudunp2—origrdiy
Uolume in drive D is DATA
Uolume Serial NMumber iz B1BD-BB36

Directory of D:issploitswindowzspudumnp2Z-orig

B3-23-2005 11:11 A £DIR> .
#3.,23,2085 11:11 CDIR> e
BE-23-1998 B3:38 2.472 pudump? .c
B6 88,1998 11:51 3.431 pwdump?2 .dsp
P8~23-1998 B3:32 1.619

BB 23-1998 B3:31 11 .881

B6 /071998 3.634 zamdump.d=sp
B8-23-1998 B4:82 46.888 pudump? .exe
B8 231998 ; 4%.664 samdumnp.dll
B9.-83-1998 2 808 readme.txt
8 Filefs» 125.781 hytes
2 Dipdz) 460,820,488 hytesz free

DisszploitswindowsspuwdunpZ-origo>pudump? 552
Admninistrator:500:9a6Bc382fedbbac2aadlib435h514849ee : 52008 BB898c65a3dddaccS560lbechz 2 2
anvk:1883:d7887hb83al 78cdl FPet2f 36F8dbSaebicBfcaVciZ24eVB4cl15a7448f fcdTacalBz: 2

Guest:58 ad3b435h51484ecaad3ib435h51484ee :J1dbefeBdl6ac?31h73c59d7eBecBEPcPz
HelpAssistant : 18BB:49823F 229791 F cabB4ddB@69%al12e?facf :BeaBlea??ccldbBedi?86b347eb1BeBez =
SUPPORT _388945a8:1802 taad3b435b51484eeaadlb435h51484ee :dec7853%a3c85381chbh5f6A9d48d98ef b




CI‘ aCklng Linux Password

+Tools

+Unshadow

=John the ripper for cracking the hash

»Database password : passwd, shadow

http://google.com/searchrq=y3dips




Saving.. X

S aving file C:A\Diocuments and
S ethingzhamwkhDeskiopshadow

T

L%
=

L
=

T |

| gk allawy
Information x| Cancel =
=T E S,
; - 2 files saved =]
prafile \E{) reportbug.conf  resolv. conf
D B $
scieenrc scrollkeeper... secUrethy SEMVICES shadow

y3dips@hogwarts:~/linpass$ unshadow passwd shadow = pass.txt
y3dips@hogwarts:~/linpass$ john pass.txt -w:Wordlist. txt

Loaded 2 passwords with 2 different salts (FreeBS
dudul (dudul)
asdfgh (root)
guesses: 2 time: B:GB:BB:B§ 100% cfs: 3410 trying:

32;32])

-EIS



Remote cCracking

Bruteforcing via network

Slow speed
Brutus, hydra, ssh crack, tftpd-bruteforce

http://google.com/searchrq=y3dips




X |Brutus - AETZ - www.hoobie.net,/brutus - (]
File Tools Help

Tupe | Telnet

HTTF [F

Connections ™) 10 Timeout IEUI::I i
Ittt |I-I|::=

Telnet Optiohz

todify zequence [ Ty to stay connected for |Unlimite

Authentication Options

v Use Usemame | Single User Pazs Mode

Paszz File

w
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Passive Action?

» Browser Ability?
» Keylogger
« Application/Engine Hole

« Insecure protocol/line




Browser Ability
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Browser Abitity

+ Wand/Remember Password
» History
» Cache ability

e etc




*Lowhaddy o Muahie Fitelos
Ele Edt View Go Bookmaks Yahoo! Tosk Help

ﬂgﬂ - - L@ ﬂ," L?'ll L1 hittpeffy3dips.blogspot com/ v B [GL honeyd |
W Gotting Started 53 Latest Headines N N
! -7 - _ v ||| seschiweb ~ 8 + | (U1 Bookmarks = @ My Yahoo! = ¥ Yahuo! ~ ol Games = L Mal = T Shopping = <7 News = »

P1Gmai- .. | @ Friends... | () Blogger.., | = htpsf.. | L) Pzia- . wr¥ahaot.,. | The .., Sanewbse... ||| [EcHol.. | L) The o, | L) Unaffici.. | | Browss,.. | L nebod... | £

; P Katimg . &

i Q : ' :::‘." 4

| | R .

i Frivacy 3 y

g B » i

Ganaral A5y brosyse the web, information about where vou Have been, what you have dons; gtc 01 2 M bluetlth haclking?

: = Is ket I the Following areas. ol

: Privacy v # History juga N ik f 1

§o b yang N - g

| @ sesrom mormaton ; B R S

Web Featises N Ciear . & October 2004

| B || s S L e Novebe 2004

Downloads Passweord ? Diecatnber 2004

2 Passwards Saved | passiords Never Saved | t January 2005

i . o —_—— S .

i i i 43 T f;' E i E:bﬂ] 2 EIS

il F_'amvurd Manager has saved bgn information for the Fulu;mq s:. % 1} :* March 2005

 Site Lisermame Password gl © Aprl 2005

' o - hittp: vy beastara.ang mayanetravamadipati ?ﬂ & m

: | https ey blingcash.com - bhatars 123456 it j m
i une
July 2005
August 2005
Septamber 20085
Dietober 2005
: Moember 2005

E;T.‘ Uerllts } nobody 'm‘ Yool . : F‘ acd=hron, - <[] EA e aels & 12:51 ¢



Keylogger
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Keylogger

+« Malicious Program
» Key stroke

« Passive tools

http://google.com/searchrq=y3dips
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G::\Documents and Settingshamwk\Desktopskeyloggerdir
Uolume in drive C has no lahel.
Uplume Serial Mumber is 8864-CAFB

Directory of Ci\Documents and Settingssamwk\Desktop:keylogger

B2/89,2006 @9:18 PM  <DIR>
B2/89,2006 @9:18 PH  <DIR> ..
B2/089/2006 B9:63 PN 23,552 klogger.exe
1 File(s) 23.552 hytes
2 Dir(s) LEA4,598,528 hytes free

C:\Documents and SettingssamwksDesktopskeyloggeriklogger.exe

C:\Documents and Settingshamwk\Desktopskeyloggertype klogger.txt
http://192.168.1.1

admindudulx

192.168.1.1

type kl.t

G:\Documents and SettingssamwksDesktopskeylogge

Reylogger
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Bug S in Application

» Application/Engine Vulnerability
+ Information disclosure

» e.2: phpnuke, postnuke, mambo

http://google.com/searchrq=y3dips




€ Applications Places System ﬁ:]

*, 1020:616 - http: H_'cg:-hmfnsnlpl?tnd-rau&m:d“ 1B&sndp_zunﬂlﬁa1pl—prmt tpllcat®20includefparam.h| - Opera 8,01 _ o/X
Hle  Edit Liew Bookmaks Tools Help

| Newpage @ Friendster .. | e i || Byvahoo! Gr... ) Elnttpisrecho... .4 LI httpsmwww.... o L sl dl [Clinurk:print.t... . &~
= & S 0 http:ffwan -gl-binfiisi3.pl?cid=iaufmid=18&sid=20081 &tpl=print.tpljcat%20include/parar = Gl Google searct x| 60

$param{sqgl} = 'localhost'; $param{sqlusername} = 'roct'; $param{sglpassword} = 'k10r2c"; 1;

Bug in Application

&/ | 3¢ x-Chat [2.4.3): IIi... | B root@hogwarts.e... | €} 1020:616 - httpiff... | # Buddy List | @ addahroni eas [=




Ingecurs Lins
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Insecure Line

Plaintext protocol ( http, tcp, smtp )

Plaintext Data
Sniff it & collect it ( ethereal, ettercap, dsniff, etc)
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eb-Dased email! - Mozila rirefox

ookmarks  Toals  Help

@ IT?QEB:HmaiI.yahnn.cnm,l'

Y&HOQ! MAIL tfahoo! - Help

http:// & clear text | Mall

Already have a Yahoo! ID?

Flease :||1r| intoread or send mail

helps me
stay in touch.

New to Yahoo!? vahoa! |D:
Get a free Yahoo! Mail Rt " Need more? Get Yahoo!
a free Yahoo! Mail account — it's a hreeze to Mail Plus. = AR

stay connected and manadge your busy life.

+ 1GB of email storage Mail Plus offers M remermber rmy 1D on this computer

Keep mare of what's important to you personalized spam
: protection, a virtually
¢ Powerful spam protection unlimited 2B of storage,
Fead only the mail you really want POP access and more
+ Get your mail amywhere for only $19.994ear. MODE: Standard | Secure

All you need is aweh connection
Learn more

Learn More Take a Taur

Sign Up Now ns




€ Applications Places System ij “ ?" i:%@@ o ﬁ mlfi'% j» @§ Wil Sun Aug 7, 1:54 PM

b | y3dips@hogwarts.echo.org: fhome/fy3dips
File Edit “iew Terminal Tabs Help

yadips@hogwarts.echo.org: fhomejy3dips |y3dips@h0gwar‘ts.echo.0rg: fhamey3dips
y3dips@hogwarts:~% [] (+]

L4 y3dips ] 5

Conversation Options

@ y3dlps X

i13:44:53) ammar_wk: woi, gw tau sekarang siapa yang ngebobol (<]
www.guabanget.com sama bug yvang dia gunakan . kalo lo mau tau
coba aja lo emnail gw secepatnya , nanti gw kirim hasil trace gw , btw
untuk login ke private site gw coba pake user : elotau password :

eloPASTIkdgdktau; hehehhehehe
i13:48:29) Requesting key...

i13:48:59) ammar_wk: woi, gw tau sekarang siapa yang ngebobol
www.guabanget.com sama bug yang dia gunakan , kale lo mau tau
coba aja lo email gw secepatnya , nanti gw kirim hasil trace gw , btw
untuk login ke private site gw coba pake

i13:48:59) ammar_wk: user: elotau password : eloPASTIkdgaktau;
hehehhehehe
i13:53:35) y3d1ps: oke dech —

(a] [a] [&] Paf & @ (& # ®

¢ Line

@ || @ yzdips@hog... | @ Indexof/-M... | # Accounts | % Buddy List ['f’ y3dlps IE y3dips - File ... l[%lﬂﬁ




Arie

Applications Places System “DE m @@ﬂ j\ 'f" :L ‘9 = @ e j i) Sun Aug 7. 1:52 PM

b | v3dips@heaven: fhomefy3dipsfeqgg

File Edit \iew Terminal Tabs Help

root@heaven: froot |y3dips@heaven: fhomejy3adipsfegg |
y3dipsgheaven: ~/egg$ [«]

ammar_wilk

Conwversation Options

&) ammar_wk X

i13:45:27) ammar_wk: woi, gw tau sekarang siapa yang =
ngebobol httpJwww.guabanget.com sama bug yang dia
gunakan , kalo lo mau tau coba aja lo email gw secepatnva ,
nanti gw kirim hasil trace gw , btw untuk login ke private site
gw coba pake user : elotau password : eloPASTIkdgdktau;

hehehhehehe

i13:42:20) ammar_wk: woi, gw tau sekarang siapa yang
ngebobol www.guabanget.com sama bug yang dia gunakan ,
kalo lo mau tau coba aja lo email gw secepatnya , nanti gw
kirirn hasil trace gw , btw untuk login ke private site gw coba
pake

i13:49:29) ammar_wk: user : elotau password :

eloPASTIkd4gdktau; hehehhehehe

(a] [a] [&] Pal & (@ (A & @

. « 1NS6CTIS

[] [ B yadips@h... ] W [Gmail - ... ] L [®-Chat [... ] [Buddy List]l @ etho: cap... [ =) amrmar_wk ]'@ Follow TC... ]Iﬂ Iil




€ Applications Places System OD m @@% ﬂ\ ?" 1.?; ﬂ = @l 0 j oji) Sun Aug 7, 1:47 PM

eth0: Capturing - Ethereal

File Edit ‘“iew Go Capture Analyze Statistics Help

O S Re  DFL QQRQ POHHEX O

[@ Filter: "I[ip.addr eq 216.155.193.167 and ip.addr eq 192.168.1.9) EB & Expression...l l&.glearl of &pplyl

C] Follow TCP stream =Y (-
Stream Content [1
01 65 00 06 5a 55 aa 56 YMSG.... .e..ZU.V (<] fIA
6d 6d 61 72 5f 77 6b cO ....1..a mmar_wk. [
70 73 cO 80 39 37 cO 80 .5..y3dl ps..97.. Al
6f 68 2c 20 67 77 20 74 1..14..w o1, gw t A
61 Be 67 20 73 69 61 70 au sekar ang siap IE
67 65 62 6f 62 6f 6c 20 a yang n gebobol Ag
3a 2f 2t 77 77 77 2e 67 .[lmhttp ://www.g 5
2e 63 6f 6d 1b 5b 78 6c uabanget .com.[xL A
75 67 20 79 61 6e 67 20 m sama b ug yang [l
6b 61 e 20 2c 20 6b 61 dia guna kan , ka A
75 20 74 61 75 20 62 6f lo lo ma u tau co [l
6f 20 65 6d 61 69 6c 20 ba aja L o email A
6l 74 6e 79 61 20 2c 20 gw secep atnya , B
20 6b 69 72 69 6d 20 68 nanti gw kirim h
63 65 20 67 77 20 2c 20 asil tra ce gw , [4]

6b 20 6c 6f 67 69 62 20 btw untu k Llogin

74 65 20 73 69 74 65 20 ke priva te site

70 61 6b 65 20 75 73 65 gw coba pake use
6l 75 20 70 61 73 73 77 r : elot au passw
6f 50 41 53 54 49 6b 34 ord : el oPASTIk4
20 68 65 68 65 68 68 65 g4ktau; hehehhe
B0 36 332 c0 80 2b 30 c0 hehe :P. .63..;0.
31 30 30 32 cD B0 21 cO .64..0.. 1002..1.
80 L2068, 0.

00 3b 00 4b 00 0D 00 16 YMSG.... .;.K....
5S4 59 50 49 de 47 cO B0 ....49.. TYPING..
[ = S o S = SO i B = o = e B= T =T i B | Aammae e 1A

[:yJQ OO0 oo nN BFEOFR, MR ~O0F~+FBRBRO0OMN=-l~~F@D

|
[Save As HEErint " Entire conversation (2189 bytes)

[ Filter out this stream H X Close l
@ || @ yadips@h... | @ Gmail - in... | 3¢ x-chat[2... | # Buddy List | @ etho: cap... | @ ammar wk [@ Follow TC... ]Iﬂ E I“;




€ Applications Places System OD m @@ﬂ i\ 'f'- B ‘9 =

1) @ 1 @) sunAug 7, 1:51PM

File Edit

©

Wiew Go

Capture Analyze Statistics

& [«

Help

eth0: Capturing - Ethereal

REFLE QQQ BDHE X

l@ Filter: ||I[ip.addr eq 192.168.1.9 and ip.addr eq 216.155.183.167) EB & Expression...l l%I,;.glearl of &pplyl

Time

Stream Content

DOOOOEESE
DOOO0ETVE
CO0O0ESE
COOOOESE
DOOOOEAE
DOOOOEBE
DOOO0ECE
CO0O0EDE
COOOOEEE
DOOOOEFE
DOOOOFOE
DO000F1E
CO000FZE
CO00OF3E
DOOOOF4E
DOOOOFSE
DOOOOFEE
COOOOFYE
CO000FSE
DOOOOFSE
DOOOOFAE
DOOOOFBE
COOOOFCE
CO00OFDE

Source

=9
oo
80
31
o
74
34
45
ls
=3
41
(S}
55
33
74
33
38
4
4
45
31
Fis
c@
32

4d
oo
35
ci
74
20
35
&7
&7
49
44
57
70
S0
5B
34
72
62
42
32
G
324
20
cQ

a3
oo
(o] 2]
80
55
da
3a
53
78
G2
43
Ga
48
33
47
75
&d
51
4c
55
Zb
35
zh
80

a7
oo
80
31
(&t}
=3
(5=}
7a
2
33
42
37
Ga
G2
30
Fi=
ad
a7
45
34
Fi=
dc
30
31

Oc
ci
33
cO
3a
20
47
34
49
=
=
51
31
39
55
38
S8
63
Sa
Sa
T2
51
80
80

oo
80
5
80
3a
31
Ga
=5
a7
45
b
44
7a
49
S
Fa
Zb
75
41
Sa
&F
49
35
32

Destination

oo
=1
31
2a
20
Ze
&d
Se
G5
42
42
56
71
49
37
52
&f
45
(&}=]
45
79
44
34
30

o1
&d
7a
2a
ah
30
51
38
ad
41
67
57
2b
S7
2f
48
af
71
Zh
7
b
41
c
36

Sa
&d
73
23
B2
3a
S5
54
41
=1
=1
38
2b
&d
4d
=9
FE
4d
T2
=
38
51
80
(10]

oo
Gl
(o] 2]
20
e
20
41
39
30
55
44
72
Eily]
S8
a3
dc
78
45
55
34
T2
41
30
80

05
72
80
45
3a
Ac
o
5
a7
41
Sa
o
b
54
34
7o
43
==
55
=1
Fi=)
42
ci
30

Follow TCP

Sa
St
39
Se
20
55
a7
=1
43
41
52
49
51
38
=9
(=)=}
Fis
51
48
Se
52
cO
80
cO

S5
77
37
63
S0
Ge
54
ES
a3
34
Zb
ab
71
4a
34
(512}
53]
38
S8
72
2f
80
31
80

aa
Eh
c
i
72
20
da
&d
71l
a7
38
45
7a
34
Gic
73
G2
37
4k
af
30
36
30

=151

cO ...

20
79
&f
32
]
=1+]
a7
da
63
]
69

Se
G5
da
74
35
48
=5
33
30

Protocol | Info.

stream

YMSG. ... 1. 2ZULY
.l..a mmar_whk.
.5..y3dl ps..97..

1..14..% ** Encry
pted :: Key: Pro
t NS5 1. O: Len 2
49:1pGim QUAWGTNb
EgSyW4ln odsdQemy
Fgx,MIGT MAOGCSQG
SIb3D0EE AQUARAGN
ADCBiQKB gQDjR+8c
dgj 7wQDV WSrWIKEDb
epH]Glzq ++K+agzl
3PsSh+5I1 WmxT8J4k
tHGOFeS7 /MS4Y4Lln
34vus8zh HYLyiisf
grmMbX+o OwvxCukbM
MbaGycvE gMFYag87t
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Survive

»  Using a better pass phrase

»  Using secure line/protocol

»  Encryption

»  Securing tools (firewall, antivirus)
»  Update info

=  E.tc
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