ork HackingFU

ctho/or/id}




Ada apa dengan TCP/IP

3, Kurang lebih 30 tahun.
nemperhatikan

Contoh : Telnet, |
pada layer IP (v4)

Tidak ada metode ve
Rentan terhadap IP




Terkenal




Tunneling

Onion Router)

127.0.0.1:9050 .
Da saja

1 saja

sip dual tunnel




Tunneling



mailto:user@server

Spoofing
e N

iIP: 10.0,0.1

MAC: [ cc:ccicciceicciec)

modified ARP cache points:
IP: 10.0.0.10 to

| ee:ee:ee:ee:ce:ee)

(Eve's MAC)

IP:
MAC :

10.0.0.10
NI H HIHITH LT

modified ARP cache points:
IP: 10.0,0.1 to

[ ee:eeieeeetee; ae)

(Eve's MAC)

E" | —
IP: 10.0.0.3
- Regular Network Route MAC: [ eezee:ee:ee:ee:en)
[0 piverted Network Route

Images taken fTrom:

http: fFwww.aom.org




Fila Wisw Configure Tools Help
lalwek@m |+ v 2 e vmErEFa0 222822 02 0

% ProtectedStorage | @ Network | MY Snifer | g LSASecrets |of Crotker |44 Traceroute |NED ccOU [’ wireless |

?L Passwoards Timestamp | HTTP server | chere | Username | Password | URL
—RFIP(0) NI )2005 - 05:24:50 202.134.0.12 197.168.1.77 nakulaze aha http:[fereve.plasa.com]
i ¥ 260042005 - 05:25:02 209.73.163.74 192.168.1.77 v3dips 4 https:[Nogin.wahoo, comfoonfigllogin_werify2 . srm=
260042005 - 05:25:17 66,249.69,103 192,168,177 vidips djemo hkkps:fhawgoogle, camfaccountsfServicelogintser
PR3 (0) 2E/04 /2005 - 05:42: 43 209,10 163,242 192 168.L.77 jampub@palsy..,.  anjrot hitkp: [ hesvave. Friendster .comy
. sb SMB {4)
C Bl Tehet (0}

S NTP (D)

(LY DCEJRPC (0)
4} MeKerbS-Preduth (0)
32k Radius-Eeys (0]
~ @ padiusisers (0)
B oo

€9 KE-PSK (0)

M-S (O)

SR ()
g SIP (0)

DYE MO




Bertahan dengan Unix

t/y3dips/arpwall-protect-from-arp-spoofing/

PyGTK (alert.py)

anna help ?



http://code.google.com/p/arpwall/

a lama)
08/10/01/0127245



http://www.slideshare.net/y3dips/denial-of-services/

Dunia Liar

andar (proprietary)
,,-_ source)
| anak-anak (kiddo)




Dunia Liar

I Scanner umumnya tak berdaya

an data yang di input




Perlengkapan

ampuan programming]
Manipulating platform)

/?)

mapcrap)




NMAP vs AMAP

wvenom pri # nmap localhost —-p 31337

Starting Mmap 4.76 [ http://nmap.org ) &t zZ2008-12-12 13:08 WIT
Interesting ports on localhost (127.0.0.1):

FORT ATATE SERVICE

31337/tep open Elite

Nwap done: 1 IP address (1 host up) scanned in 0.23 seconds

wvenom pri # asmapcrap 127.0.0.1 31337
# Starting AwapCrap on 127.0.0.1 port 31337
# Writing a "+" for every 10 conhect attempts

#

# Put this line into appdefs.trig:

FROTOCOL WNAME:::top:0:"ocpachucczogaenwiytwlwstpxuacjdhifxihybk vp baviugrpgjcchbelemtjharebacays
ztuglix pfhrogocwshgjrnkgrlguldlijaccocgoken iopprkfzgpoczuuianucvybhdaseknonanvwoaieknbhaaph
ivhhhakdbnofygt jgecce lhpyiosxgedke lrevudixiemanaegdiakyet lvoasskvoaxyul epgiagwaklet lpogiyehn™

# Put this line into appdefs.resp:

PROTOCOL NAME::tep::"<head>‘\n<titlex>Error response</title>)\n</head>\n<body>\n<hl>Error response
</hlx'yn<prError code 400.%n<prMessage: Bad regquest syntax
['cpachucczodgaenwgtwjwstpxuacjdhifxihvbk vp baviugrpgicchhelemtjharebacays ztuglix
pfhrgcwshglrnkgr lguldljacogoken iopprkfzgpoczunianucybhdaeknonancroaieknbaaph

ivhhhakdbnefygtjgeccelhpyviozxgerdke lrovudixiemanaedgdiakyezt Lwoa akletlpgi') .\n<p>
DYE MO gv-in”

Error code explanation: 400 = Bad request sSyhtax or unsSupport




Scapy

Frx Sr(IF(dst="192.1658.1.1") /TCF (sport=RandShort ) ,dport=

[440,441,442,4343] , £1lags="3"]1)

Frr Ans,unans =

Fxx ahns.summary ()

IP / TCP 192 .168.1.100:ftp-data > 192.168.1.1
192 .168.1.1:440 > 192.168.1.100:ftp-data RL /
IP / TCP 19Z2.1658.1.100:ftp-data > 192.165.1.1
192.168.1.1:441 > 192.168.1.100:ftp-datsa RL /
IP / TCP 19Z.1658.1.100:ftp-data » 192.165.1.1
192.168.1.1:442 > 192.168.1.100:ftp-data RL /
TP / TCP 192 .168.1.100:ftp-data > 192.168.1.1
192.168.1.1:https > 19Z.165.1.100:ftp-data 34

Frx ans.swmary | lambdal(s,r) : r.sprintf ("STCP.

340 1291
3437 129
g2 1251
https =31

440 o ======> IP S/ TCP
Padding

t44]1 § ======3 TP / TCPF
Padding

t 44z I ======3 IF / TCF
Padding

thttps 5 ======» IFP / TCPF
/ Padding

sport: Wto 3TCP.flags:™) |

DYE MO




Aplikasi Pribadi

bahkan “’relatif’ lebih lemah

Hanya telnet sece

ercelah, Aplikasi yang
1embawa dosa yang

Tanpa metode verifikasi

- otentikasi,
koneksi




Tips Info di Jaringan

t community strings)

verbs : enumerate user)




Bertahan?

entikasi , IP proteksi dan

ISsnis maka belum




Santai
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